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critical Ransomware Shadow Copy Removal T1490 FS-01 2026-01-15T09:24:00+0
Variant 0:00
critical Ransomware Shadow Copy Removal T1490 FS-01 2026-01-15T09:22:00+0
Variant 0:00
critical NTDS.dit Dump Attempt T1003.003 SRV-DCO1 2026-01-15T09:16:00+0
0:00
high Microsoft Defender Disable Attempt T1562.001 WS-601 2026-01-15T10:36:00+0
0:00
high Windows Audit Policy Disable T1562.002 WS-601 2026-01-15T10:32:00+0
0:00
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WS-301 100/100 critical 71018, T1057, T1087.001, T1087.002

WS-401 100/100 critical 7 T1127.001, 71202, T1218.003, T1218.004

WS-101 100/100 critical 7 T1059.001, T1105

FS-01 100/100 critical 7 T1070.001, 71490, T1562.001

SRV-DCO1 100/100 critical 5 T1003.001, T1003.002, T1003.003

FS-02 100/100 critical 4 T1105, T1560.001, T1567.002

WS-601 100/100 critical 4 T1562.001, T1562.002, T1562.004

WS-701 64/100 high 4 T1113,T1115, T1555.003, T1560.001
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2026-01-15T09:00:00+0  WS-101 CORP¥talice medium Execution PowerShell Bypass/Hidde
0:00 n Flags
2026-01-15T09:02:00+0  WS-101 CORPwalice medium Execution Encoded PowerShell
0:00 Command
2026-01-15T09:02:00+0  WS-101 CORP+ralice medium Execution EncodedCommand

0:00 Generic (Safe)
2026-01-15T09:04:00+0  WS-101 CORP¥talice medium Command and Suspicious Web

0:00 Control Download
2026-01-15T09:06:00+0  WS-101 CORP+talice medium Command and Suspicious Web

0:00 Control Download
2026-01-15T09:06:00+0  WS-101 CORP¥talice medium Execution PowerShell Invoke-Expres
0:00 sion
2026-01-15T09:06:00+0  WS-101 CORP¥talice high Execution PowerShell DownloadStri
0:00 ng Execution
2026-01-15T09:10:00+0  SRV-DCO1 CORP#svc-backup high Credential Access LSASS Dump Attempt
0:00

2026-01-15T09:12:00+0  SRV-DCO1 CORP¥tsvc-backup high Credential Access SAM SYSTEM Hive Save
0:00

2026-01-15T09:13:00+0  SRV-DCO1 CORP¥#tsvc-backup high Credential Access SAM SYSTEM Hive Save
0:00

2026-01-15T09:16:00+0  SRV-DCO1 CORP¥#tadmin critical Credential Access NTDS.dit Dump Attempt
0:00

2026-01-15T09:18:00+0  SRV-DCO1 CORP#tadmin high Credential Access WDigest Credential

0:00 Exposure
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Credential Access 6 critical T1003.001, T1003.002, T1003.003, SRV-DCO1, WS-701
T1555.003

Impact 5! critical T1490 FS-01

Defense Evasion 13 high T1070.001, T1127.001, T1202, FS-01, WS-401, WS-601

T1218.003, T1218.004
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Execution high T1047,T1059.001, T1569.002 WS-101, WS-202,
WS-203
Exfiltration 2 high T1567.002 FS-02
Discovery 8 medium T1018,T1057, T1087.001, WS-301
T1087.002, T1135
Persistence 5 medium T1053.005, T1543.003, T1547.001 WS-203, WS-501
Collection 4 medium T1113,T1115, T1560.001 FS-02, WS-701
Command and Control 3 medium T1105 FS-02, WS-101
Lateral Movement 1 medium T1021.006 WS-201
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